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Introduction

Welcome to the DirectOne e-commerce system

DirectOne offers secure “real time” processing of credit card transactions.

DirectOne allows your business to inexpensively enter the world of e-commerce and prove the viability of
your online store. As your online stores grows, the DirectOne system can grow with you without any need

to change your website hosting.

Key features of DirectOne are:

Feature Benefit
Hosted payment page or direct processing Integration can be as simple or complex as
interfaces your site demands
Inexpensive Low risk to implementation

Full range of transaction acquiring banks

No need to change your existing banking
relationship

Full range of cards accepted

Maximises your customer base

Real-time processing

Immediate verification means no trips to the
bank or chasing funds

Hosted payment page invoice building

Collect customer and purchase information,
simplifying order fulfilment

Full testing environment

See the system in action before signing up

Secure online tools

Make managing your account, reconciliation
and sundry payments easy

Platform and hosting independent

Integrates easily with your existing hardware
and software environment

@')’ DirectOne
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An overview of e-commerce and DirectOne

The role of DirectOne in credit card purchasing can be categorised as follows:

P Westpac
. Commonwealth
Bank
. SecurePay
Merchant Website «@=SSL: %;eit](g:te SHZf;en? Transaction _> ANZ
Y Y Processing Engine
=l National
rEmail— —Emailj
P> StGeorge
Merchant Email Customer Email
Confirmation Confirmation
American
—> Express
—} Diners Club

DirectOne acts as the glue between a merchant's web site and the financial institution(s) with which the
merchant has a merchant relationship.

DirectOne provides the infrastructure, transaction accounting and security to allow you to quickly and
easily integrate a complete payment system with your web site. Because DirectOne can be implemented
by any web developer, your site can be up and running in only a few hours.

The DirectOne system is highly configurable via an online control panel, enabling all facets of DirectOne
to integrate seamlessly with your web site design.
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Implementing DirectOne

Implementing DirectOne is a simple process. Outlined below are the steps that are recommended to
create and configure a new DirectOne secure payment system.

Contact your bank and
apply for an Internet
Merchant Account

Integrate your web site with
One to three weeks DirectOne and test

v

Log in to your DirectOne

Register a new DirectOne
account

Receive your merchant account and go to the
account details from the Activation page
bank

DirectOne Provide your bank
Members Areal ' merchant account numbers

v

Choose a DirectOne
payment plan
* )
Sign an agreement
J

v

Alter your web site to use
your live DirectOne account

Security for customers and merchants

DirectOne employs 128-bit SSL security for both transaction processing and online merchant tools
access.
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How DirectOne saves you time and money

DirectOne removes all the difficulty from setting up an online transaction system as part of your web site.
Below is a comparison of DirectOne with a typical system set up in your own business. DirectOne helps
you avoid complex hardware and certification issues and saves you time integrating the system into your
web site. No other system combines this ease of use with the full level of user customisation offered by
DirectOne.

DirectOne™ In-house system

g R

Your web site
at your host

Your web site
at your host

f \ Your secure
server

DirectOne™ Secure with SSL
Server certification
and
Integrated Bank Java or Perl

k Network Link j link

Merchant side
server software

Merchant
Account

Payment
gateway with
site certification

Bank Network

Merchant
Account

Pricing

For the latest prices visit our web site.
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DirectOne Services

DirectOne offers several payment processing options to suit your needs. All these services can be
operated simultaneously from a single DirectOne account.

Hosted Payment Page

DirectOne's most popular service. DirectOne handles all of the security, receipts, transaction history and
emailing of orders. We even store the complete invoice details in our system for retrieval via our online
tools. All your business needs is a DirectOne account, a hosted web site and a bank Internet merchant
facility able to accept Internet payments.

All you have to do is simply link your website to a Secure Payment Page hosted by DirectOne. This page
can be completely customised to fit in with your existing web site design.

Direct Interface

If you have your own application or have a website with your own SSL certificate and are looking for a
credit card processing method that can back-end in, then DirectOne can help you.

Our "direct" method allows you to handle all of the customer interaction through your own system with
DirectOne processing card transactions in the background.

This method works via a secure socket connection and is ideal for any custom application.

Currency Conversion

Quote your prices in any one of 177 currencies, while still conforming to the banking requirement of
processing in Australian dollars. The currency conversion system requires a separate agreement. For
more information contact DirectOne.

Batch Transactions

If you require regular billing of your customers and can generate a file containing their payment details,
then simply upload the file in the "Make a Payment" area of the Members section, once you have an
active DirectOne account.
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The DirectOne System

Someone purchasing goods or services from your website would be presented with screens along the
lines of those presented in the following example.

A DirectOne purchase example

The web site

John wants to buy a printer and a chair
for his office. He knows that Office
Whizzz is the place to shop so he visits
their website. (You too can visit the
Office Whizzz example at
http://www.directone.com.au/mockup/
OfficeWhizz/index.html)

The products

From here, John goes to the company’s
product description page. On this page
are pictures of the company’s products
and a brief description. When John is
ready to buy, he clicks on the link that
takes him to the order page.

Although this company has only four
products, DirectOne allows for unlimited
numbers of products to be purchased
through its system. The presentation of
your products is up to you. You may want
drop down lists, or tables of products.

ﬁf L

Home | Overview | Products | Services | Contact Us

Office Whizzz - DirectOne Demo Store

This site demonstrates how DirectOne may be used to sell a range of products,

Click an the products link above to go ta an example products page,

By clicking on & product you will be presented with 5 Directone order form. The form submits
information about your customer and the products they have chosen to DirectOne. DirectOne then
displays & fully secure invoice, ready for credit card payment.

ou can build a similar arder farm by using the Online Code Generator.

To test this facility, enter a credit card number of 4444333322221111 with any valid expiry and a

CWW of 123, together with your name and email address, if you wish to receive a test customer
ernail,

Latest News

Date Here

Sample News Story
Sample News Story
» more info

Date Here

Sample News Story
Sample News Story
» more info

@ DirectOne

@ Copyright 2005 DirectOne, All Rights Reserved,

Home | Overview | Products | Services | Contact Us

Products

Pleass select from the categories below to procesd ta the order section.

Office Desktop Printers

Office PC's

Netwark personal Digital

=&

Telephone Equipment Portables

Accessories

Plotters

Latest News

Date Here
Sample News Story
Sample News Story
> more info

Date Here
Sample News Story
Sample News Story
» more info

@ Directine

@ Copyright 2005 Direct®ne, All Rights Resewed,




The order page

A base order page can be generated from the
DirectOne JavaScript order page generator.
You may then configure this page to suit your
business, including your products and services
as well as your own web site layout and
appearance.

There is no restriction on the presentation of
this page. DirectOne’s only requirement is that
the right information is passed to the secure
server when the “submit” button is pressed.

You may include fields such as a feedback
form or other company information. The
number of items and type of information is up
to you.

In this case John selects one chair and one
printer. The form tallies the totals and John is
ready to buy. When he selects “Submit this
order”, an encrypted secure session is started.

The payment page

This is the DirectOne payment page. It is
generated from information provided by the
vendor upon registration and is highly
customisable, through the DirectOne website
Advanced Customisation page, in terms of
colours, headings and backgrounds.

Information entered on this page is transmitted
securely using SSL encryption. You can see by
the closed lock symbol on your browser that
SSL is being used.

The information displayed on this page is
determined by fields passed from the vendor’s
DirectOne-enabled order page.

Hamme | Ousrview | Products | Services | Contact Us

oOrder Form

Billing Information

Delivery Information

Other Contact Information:

Latest News

&) Dreexine

Product Hame | Unit Prics | Quantity | Sub-Tatsl

EN] O )0 ) ] ERE

Order Total

) Directone

b/
T

Make a Credit Card Paymnt to Office Whizzz

ABH:
101 C
Meloor

Pay To: Otficsitiizzz

12 123 486 739
ollins St
urne Victoria 3000

Avstralia
Ph: 03 8765 4321 Fax: 03 8765 1234

Contact: John Smith
Email: info@directone.com au

name:
address:

city:

Delivery address:

Delivery city:
Delivery state:
Delivery zip:
Contact email:
Contact phone:

Product

Order Information

Rohert Smith
1 Main Street

2000
A5 Above

robert@email. com
02 9676 5432

oty Unit Price

Price (AUDS$)

Office PC
Hub

1 2000.00
1 a5.00

Total:

200000
8500

AUD$2085.00

Card llumber:
€UV Humber:
Card Type:
lame on Card:

Email Address (optional):

cantake up to 150 seconds:

Credit Card Details

kzal-5]5 |

(2. 4000123486761 234)

(bt is this?)
v [lewine =5
Aughorise Paymert | | Clear Form

Customers please note: While your request is being processed, please be patiert and da HOT try to resubmit the request . Pracessing




The Receipt Page

Once the customer has entered their credit
card information and submitted their payment,
they are presented with a receipt page like this
one. They may also have requested an e-

Tax Invoice

mailed receipt which they would receive at the
same time.

Payment Helerence:

Your payment has heen successhl
1o OficeWhizaz

TEST Payment Only

DO NOT CHARGE

Invaice Humbaer: 002
Bank Authorisation: =733
) . ) [hater: Tursday, 15 Nevember 206, 17 48 EST
Simultaneously, the vendor will receive the —|amwteet e
customer’s order details via e-mail and will o Colins &1
also be informed that a payment is waiting to A
be retrieved using the encrypted retrieval Comarn som e

system.

Order Intormation

Roben Smith
The colours on this page are again O
customised to match the vendor’s web site. Biling 1ip: 00
Doy s oove
robiehigemanl corm
02 2076 5432
Product Oy Unit Price Price [aup)
Office PC 1 2000.00 ALIDS2000.00
Huh 1 &5 00 ALIDEES 00
Total: AL 20ES 00
Helurn o OfficeWhezz e
(This page may be prnted as a record of the transaction)
A payment retrieval example
&) DirectOne

The vendor interface

Once the vendor receives a notification of a
payment, they can proceed to the payment
retrieval section of the DirectOne web site which
can be found at:
http://www.directone.com.au/html/members

A secure session is established the moment the
vendor requests this page, and all subsequent
actions are secure.

The vendor chooses whether they want to retrieve
payments, list payment amounts or list payment
information. This allows long term tracking of
payments as a way to monitor web site
performance.

[ o JEl e [ e

Transaction Histary

View Payments

Paymasis are mada cn imwices, They may be succosshul or unsuccesshil
You may restnct the date range on the full kst or any search.

+ Pedund a Payment
» Logout

View [ AIPmmonts |
Search Payments
Search for
by: [ PaymantNumber | s 100734y
by: [ Vour Fisarence |

g L CortHoldor | eaps ingsmatv, partial mateh
allownd)

Restrict date range? T
Payrnent Stat Date |06 & October 3 2005
Payment End Onte |06 [ Omober [ 2008 [

Irveices ane crestud dch tim 3 customer reaches the payment page
Inveices may or may mot have pagrients assaciated with ther
Vimwe Al Insices
Al FadFueal roices
Al Tet Invoices

Restrict date range? T
Ieoice Stan Date| 06 [ | Octenar [ | 2005 [

Immice End Date |06 B | Oconer [ | 2005 55

AFFILIATE PROGRAM
DrectOne's Afibale Prograen
allows you Lo eam
commigsion fees by refeing
ehients 10 DirectOne. For
mare information please
cligk here.
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The retrieved information

Here is an example of retrieved payments
derived from the website. This securely retrieved
information can be printed by the vendor and
kept as a permanent record. This information is
essential for account reconciliation.

%4 [ DirectOne - Tax Invoice 12 ] - Opera

3 Fle Edt View Mavigation Bockmarks Mail Window Help

*J[ DirectOne - Tramaction Retrieval | - Opera

O me [ wew bigason [ockmads Mal Wiedow ek -
Transaction Retrieval
1
&
Ky APPROVED
Ivvaice No. Set Amsunt  Card Cand Your
PaymentNo. cyoyio view MO0 po AUSH  Type  Holder Ret,
[

You can click on each invoice to view the

IPayment(s) 100011

Merchant Information
Officethizzz

ABN: 12 123 456 789
101 Collins St
Melbourne Victoria 3989
Australia
Invoice Information
Mame Richard Mann
address 13 Main 5t
city Melboume
postcode 3000
country Australia
Email tichard@company.com

Key: NORMAL HIDDEN SUPPRESSED

Invoice Products

Product Name Quantity Unit Price Subtotal
Laser Printer 1.00 $318.00 $319.00
Chair 100 $199.00 $199.00
Total (AUD): 4518.00
Payments on the Invoice
Settle-
Payment _. Bank Card Card Card Card
No. Time/Date  Amount ‘p ¢ II‘)‘:(I: Type Number Expiry Holder

Paid Amount:  $0.00

Key: SUCCESSFUL PAYMENT UNSUCCESSFUL PAYMENT

-] details of the purchase.

These details are also emailed to you when
your customer completes a successful
transaction via the Hosted Payment Page
product.

A permanent record is kept of every transaction
that passes through the DirectOne gateway.

) irectOne - Transactia.., | 3 Account Management IDD\rgEtOne-Tax[an:H,
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DirectOne Setup

Quick Start Guide

This section lists the specific steps required to set up your web site to use the DirectOne system.

Registration

aprpODE

Visit the secure registration page at https://vault.directone.com.au/customise/registration.html
Enter your company details.

Choose a vendor name no more than 15 characters and all one word.

Choose two passwords to allow access to your account

Your PIN number will be e-mailed to the admin e-mail address upon submission of the form.

Customisation

1.

2.

3.
4.
5

Visit the order form generator page at
www.directone.com.au/html/new_account/order_forms.html.

Use the JavaScript form to produce a subtotalling order page or visit the simple order page and
save it to your computer.

Modify the skeleton order page to suit your products.

Test the order page through the DirectOne system.

Use your admin password and PIN to retrieve payments.

Activation

1.

ook~ wN

Please go to https://vault.directone.com.au/members/account_access.html and login using your
account name, admin password and the PIN (Our system would have emailed you these details
when you registered for an account, please ask your technician/developer for these details if you
don't have these details).

Select the "Account Activation” option from the left side menu.

Submit your bank merchant id.

Download, fill and fax the merchant agreement. (You have already completed this step)

Select the appropriate plan and make the payment.

Once you have received the confirmation from our Support Staff change the Action of your
DirectOne form to point to make_payment.pl

Additional options

1.

All pages served by the DirectOne system, including e-mails, can be fully customised by the
vendor. This process is covered in another booklet, so please contact DirectOne is you wish to
further improve your online payment facility.
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Registration

To use DirectOne you must first register online. This provides you with access to all the tools you need to
get DirectOne up and running on your web site and also provides you with passwords for later retrieval of
information. These passwords allow separate functionality to be configured by your web developer or
technical staff, and other security and payment related configuration to be controlled by the administrator
of your account.

To register for free with DirectOne, visit the registration page at
https://vault.directone.com.au/new_account/registration.html. Note that you pay nothing until you are
satisfied that your DirectOne website is working to your satisfaction.

During registration, enter your company details, password choices, and e-mail addresses. When
submitted, you will receive notification on-screen and via e-mail. Your e-mail will also contain your PIN, to
be used in conjunction with your password when you wish to retrieve payments.

These details can be amended at a later date using the DirectOne Advanced Customisation facility.

Integrating DirectOne

To bring DirectOne to life on your website you must include the DirectOne HTML code. This lists your
products and prices and calls the secure session when a customer is ready to purchase you products or
services.

One of the big advantages of DirectOne is that you can fully customise this page to the requirements of
your business. It can have the same background, headers and footers as the rest of you web site and
may include images or any other information you wish to provide. There are no restrictions.

You can quickly get DirectOne running on your web site by using our JavaScript Code Generator, found
under the Vendor Area of our web site. This produces a skeleton store that can be modified to suit your
products. You can also build your DirectOne page from scratch using other web sites as a guide or using
the templates provided.

We recommend reading the DirectOne Technical Information booklet to help you get the most out of your
DirectOne store.

Using DirectOne Real-Time Payments

Using DirectOne the transaction is automatically credited to your bank account via your Internet Merchant
Facility. Therefore, one fundamental requirement for using DirectOne is to have an Internet enabled
Merchant Account with your bank.

Note that banks require specific merchant accounts to receive Internet transactions. A list of people to
contact at our acquiring banks is presented at the end of this document. Even if you have an existing
merchant account you may need an additional account for online transactions. When contacting the bank,
specify that you want to receive transactions through SecurePay.




Customisation

In addition to your DirectOne-enabled website
being fully formatted to your liking, you can also
control the appearance of the pages that come
from our DirectOne secure server. These are,
primarily, the payment page and the receipt
page. Both of these pages use information
obtained from the merchant during registration.
The merchant’'s details are inserted into these
pages when a customer initiates payment. You
are able to control the colours of the text, table
frame, and background, as well as alter the text
on the headings and merchant details such as
contact e-mail address etc.

You can also upload a logo and background
image to further integrate DirectOne with your
existing web site design.

office whizzz

Make a Credit Card F'ament to Office Whizzz

OfficeiVhizzz

ABIN; 12 123 456 769

10 Colins St

Melbourne Yictaria 3000

Australia

Phe 03 6765 4321 Fax: 03 6765 1234
Jdohn Smith

info@directone. com au

Pay To:

Contact:
Email:

Order Information

Billing name: Robert Smith
Billing address: 1 Main Strest
Billing city: Sydney
Billing state: e

Billing zip: 2000
Defivery name: As Above

Delivery address:
Delivery city:
Delivery state:
Delivery zip:
Contact email:
Contact phone:

robert@email.com
02 9876 5432

Product aty Unit Price Price (AUD})
Office FC 1 2000.00 2000 00
Hub 1 65.00 65.00

Total: AUD$2085.00

Credit Card Detalls

(e, 4000123456781 234)

Card Humber:

CVV lumber: (What is this?)
Card Type: e = [Bxpiry: | (=] =
Hame on Card:
Email Address {optional):
Authorise Payment Clear Form

Customers please note: ¥hils your request is being processed, please be patient and do NOT try to resubmit the request. Pracessing
cantake up o150 seconds

Apart from the DirectOne web pages, you are
also able to configure other elements of your
account. Our Advanced Customisation page

f__‘ibJP'll“'ﬂﬂ_BD_nU
[ e oo cones I oevepers | Putrrstin | ot
Y
» REpan Goneraton R
» Account Account Settings AFFILIATE PROGRAM

» Rccourd Acthvation
» Make a Payment

» Hefunel a Paymment
¥ Logout

Use the following links to change aspects of your DureciOne account

Set the page foreground, background and border
colours an fhe secure pages
Change any heading on the secure pages.

Change both the email address visible Lo your
customnars as wall as the administralson and
payrnt notification addressns

Change your name, address and telephone
rumbers.

Uplead company loge and background images
Tor disgilay on this i pages

Change the tabla bardar and call spacing on the
SECUre pages.

Change your sdministrative and technical
passwords:

Change hew your aceount miy bie dsablid in
the avard of an unauthorised attack

Settings for EziMarchant, BizarShap, ather
shopping carts, custom systems and the

DirgetOna's Afiliste Progran
allows you to eam
commiszion fees by referming
clierts to DweciOne. For
more information please
click harg.

allows you to configure:

E-mail notification addresses.

Merchant contact information.

Security information (such as the number of
times you can enter an incorrect password
before the system locks you out and for how
long - see the next section).

controlled
in with

Access to various tools is
depending on whether you log
Administrator or Technical privileges.
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Security

One of the key aspects of the DirectOne system is the level of security provided both for the customer
and the vendor. Access to customer’s information by vendors is strictly controlled and can be customised
by the holder of the administration password and PIN.

The following parameters can be controlled through “Account Settings” in the “Members” web area:

1. Login Attempts - The number of allowed login attempts within the specified “Login Window”.

2. Login Window - The period within which the number of “Login Attempts” must occur before an
account lockout is invoked.

3. Lockout Period - The number of seconds an account is locked based on the above conditions. The
minimum time is ten minutes and the maximum time is one week.

You can also control who is notified of a lock or failure to access the account.

The holder of the Administration Password also has control over their passwords. They can change both
the Administration and Technical Passwords and disable the Technical password if they wish. Also, upon
notification of DirectOne, they can change their PIN.

All these tools give the vendor complete control over their account and ensure that security is at its
highest both for the customer and the vendor.

Testing

Your DirectOne-enabled web page can be tested to ensure that the information it passes to the DirectOne
secure server is reproduced correctly on payment and receipt forms.

The DirectOne form on your website should point to the DirectOne test payment script:
<FORM METHOD=POST ACTION="https://vault.directone.com.au/cgi-bin/test_payment.pl">

This allows test credit card numbers and names to be entered on your payment page, but without e-mail
notification of mock customer and vendor.

For testing purposes, bring up your DirectOne enabled page in your web browser and do a mock
purchase of your products. Enter the card number 4000-1234-5678-1234 and the expiry date 12/04 for a
VISA card type. These numbers do not refer to an actual credit card, but will pass the DirectOne test for a
valid VISA card number. Your mock purchase will be stored with DirectOne for retrieval through the
Retrieve Payments section in the Vendor Area of the DirectOne web site.

Activation

When you are satisfied that your online store is correctly configured, you activate your account via the
DirectOne Account activation page on our web site, and change the action of your DirectOne form to:
<FORM METHOD=POST ACTION="https://vault.directone.com.au/cgi-bin/make_payment.pl">

Please ensure that you provide the following information via the Activation Page.
e Payment

e Faxed/mailed copy of the Vendor Agreement
e Your merchant numbers via the form provided




@ DirectOne

Once this information is received, we will set up and test the bank link and deposit a small amount. Check
to make sure that the funds are correctly deposited in your back account before allowing customers to
purchase through the system. This ensures that each stage of the transaction is correctly configured.

Company and Contact Information

SecurePay Pty. Ltd., which is a company registered in Australia
(ABN 92 088 101 875).

Address: Level 4, 20 Queen St, Melbourne, 3000.
http://www.directone.com.au

e-mail: sales@directone.com.au

Tel: 1300 786 756

Fax: 039629 5550

To apply for a merchant facility that can accept DirectOne payments, call one of the banks listed on the
DirectOne web site under “Banks and Credit Cards” in the “New Accounts” section.
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